" September 11, 2001, 
T he U.S. national government is re-engineering itself to protect the homeland. State and local governments also are taking steps to define and refine security through law enforcement and emergency response departments. For the most part, attention has been focused on the physical and cyber security of organizations and only indirectly on the psychological and physical security of the workforce (Smithson & Levy, 2000) . Certainly, improving physical and cyber security of organizations should also lend a greater sense of security to employees. However, should we be paying more attention specifically to the psychological well-being of employees in the post-September 11, 2001, world? Fear has a lasting impact, and as Keller (2002) noted, "That's the thing about fear: It gets your attention and then refuses to give it back" (p. 1). Specifically, fear among employees can have serious consequences for organizational performance.
It is not clear that state and local governments are explicitly addressing the problem. Certainly all governments have been pursuing the protection of the citizenry (U.S. General Accounting Office, 2003) . However, without some degree of government self-protection, the broader goal of protecting citizens will prove elusive. Beginning in the 1970s, the national government addressed means of protecting employees and records in response to nuclear attacks (Perry, 1985) . The issue also arose in California during the 1990s (Lindell & Perry, 1998) where it was found that very few organizations had developed employee protections for natural disasters. The point of such protection and planning for employees-in addition to hardening structures-was to keep sufficient personnel, records, and equipment functioning to ensure that government would be able to successfully serve the citizenry. Of particular interest is the dearth of professional writing regarding employee reactions to terrorist incidents-there were no articles addressing employee consequences of terrorism published between January 2001 and March 2003 in the major public personnel journals, including Review of Public Personnel Administration and Public Personnel Management. The Public Administration Review devoted a special issue to terrorist concerns on the first anniversary (2002) of the September 11th, 2001, attacks, however, employee responses and protections were not covered in the articles.
Within the context of public employees' psychological reactions to terrorist threats, this article pursues three goals. First, recent research and polling regarding the levels of concern and fear of terrorism are examined to gauge risk perceptions. These data underscore the need to recognize and begin planning for terrorism as part of workplace management. Second, the research literature on human response to disasters is reviewed as a means of empirically describing the likely types of psychologically based problems that may arise. Because the literature is largely speculative about the psychological consequences of terrorist incidents (Perry & Lindell, 2003) , these data are the most available source of likely reactions. Finally, a possible role is proposed for human resource (HR) departments in preparing for psychological impacts on employees.
LEARNING FROM POLL DATA
Public opinion data track people's perceptions of the terrorist threat and provide a means to interpret psychological responses to stressful events. It is well known that citizens do not think about disasters outside the immediate impact time (Tierney, Lindell, & Perry, 2001) . Studies published prior to September 11, 2001 , that projected significant HR management issues into the early 21st century failed to mention terrorism as an area of concern. Lipiec's (2001) analysis of nine reports from different countries, in spite of several terrorist attacks in the past two decades, did not report any impact of terrorism on organizations and HR operations. Another study asked HR directors and HR management professors in 1998 to forecast the import of different issues by 2008 (Hays & Kearney, 2001) . Although this questioning took place only a few years after the first bomb attack on the World Trade Towers and the destruction of the Alfred P. Murrah Federal Building in Oklahoma City, neither terrorism nor workplace violence were mentioned as long-term issues. The point is that even at the end of the 1990s, in the face of successful terrorist attacks in the United States and other countries, terrorism as an issue for HR managers was below the radar. Since that time, the issue has still not found its way into the scholarly literature.
Polling data indicate that the perceptual frameworks of Americans fundamentally changed as a result of the September 11, 2001 attack. 1 Indeed, it is very likely that these changes are still occurring and the national mind-set remains in the process of being remolded. Clearly, however, the impact will be as great on today's generations as the Great Depression and the Vietnam War were on prior generations. Ian Mitroff (2002) argued that "the collapse of the World Trade Center not only shattered people's lives, but, even more profoundly, it also shattered the fundamental assumptions upon which our lives are premised. We are not safe; we are not in control" (p. 20).
Although there are no equivalents to the 2001 terrorist attack on the World Trade Centers and the Pentagon, one that comes close was the Oklahoma City bombing in April 1995. In an insightful assessment of public reaction to this act of domestic terrorism, Lewis (2002) found that on a general level the public expressed concerns about future terrorist acts, although on an individual level people were not fearful of being victims of such attacks. Lewis noted that some of the polling data in 1995, 1996, and 1997 indicated that the public had confidence in the government's capacity to prevent a domestic terrorist attack and observed that this may partially account for why individuals did not worry "that they or their family, workplace, or community will be victims of terrorism" (Lewis, 2002, p. 205) . She also speculated that people do not want to admit that such fears exist.
In our review of many polls conducted by various organizations between September 11, 2001, and early November 2002, we found a similar reaction to terrorism with some exceptions (see Note 1). In general, the public believes that another terrorist attack on the United States will occur. Gov-ernment statements that it is a matter of when, and not whether, the country will be attacked can only reinforce this view. A significant minority of respondents is concerned or worried about relatives and friends being victims of an attack, however on an individual basis respondents do not believe that they or their communities are likely to be targets. In addition, respondents express confidence that the government (on the national and local level) can protect the country from a terrorist attack, which is directly contrary to statements made by national leaders.
Indeed, there are indications that the magnitude of stress levels among citizens is increasing over time. The June 2002 Gallup poll reported that almost one third of the population was experiencing notable stress (5% said "a lot"; 27% reported "moderate"). Of those who acknowledged stress, 73% attributed most of their current feelings to fears of terrorism: 33% directly to the September 11, 2001, attacks; 10% to the threat of anthrax; and 30% to another factor related to terrorism ("Which Freedoms Will Americans Trade for Security ?", 2002 ). An NBC News/Wall Street Journal poll released in July 2002 reported that 43% of their respondents expressed frequent worry about the impact of the September 11, 2001 , attacks (Johnson, 2002 . The president of the American Psychological Association (Zimbardo, 2002 ) wrote in July 2002 that "many Americans are still experiencing post-traumatic stress reactions . . . and coping with the fears from continual government warnings of imminent terrorist threats" (p. 51). Humphrey Taylor, chairman of the Harris Poll, emphasized that 40% of the respondents to an online poll conducted August 26, 2002 , through September 3, 2002 , said "that their lifestyles had not returned to normal" (Marano, 2002) following the September 11, 2001, attacks. In a September 2002 report of online survey responses released by the Society for Human Resource Management, it was noted that approximately 30% of the respondents observed increased stress in the workplace (Cohen, 2002) .
Polling results indicate that citizens are practicing a kind of denial or selective perception, that is, citizens recognize threats to significant others (family and friends) but do not verbalize that threats bear on them personally. At the same time, higher levels of stress are being observed in general and in the workplace, specifically. The Emergency Management Coordinator of the City of Phoenix, Arizona, observed that although planning in his city is extensive, "It is a constant challenge to insure that managers acknowledge the reality of the danger and sustain planning efforts for employees in addition to citizens" (Marcus Aurelius, personal interview, January 4, 2003). These stress behaviors among citizens and among workers have con-sequences for productivity but require more definition than has been achieved so far.
Scientific studies of human response to natural disasters provide a resource for identifying behaviors that one might expect in individuals victimized by terrorist events. Although natural disasters, technological disasters, and terrorist incidents are distinct on many dimensions, such data represent stressful events from which to generalize to terrorism responses.
LEARNING FROM DISASTER STUDIES
Social scientists have amassed a large body of knowledge about human responses to disasters since World War II. The National Academy of Sciences (2002) indicated that much of this research can be extrapolated to terrorism settings and used as a basis for managing terrorist incidents. Natural and technological disasters, similar to terrorist events, are unpredictable, cause damage to physical structures, disrupt social intercourse, disrupt commerce and government services, create deaths and injuries to people, and produce a range of psychological responses in victims and nonvictims alike. Terrorist incidents are distinguished as those involving the use of weapons of mass destruction (WMD), where the agent was an incendiary explosive, a chemical agent, a radiological agent, or a biological agent. There is consequently a human actor-the terrorist-as opposed to natural or random forces involved in the incident, and the agents causing damage tend to be difficult to detect in advance of consequences. These features produce similar consequences to natural or technological events, however, the unfamiliarity and lethal nature of terrorists magnify stress, fear, and damage. Thus, one can still look to natural and technological disasters for clues to human consequences, realizing that although the consequences of terrorism may be similar, the magnitude will be greater.
Psychological Consequences: Observations and Myths
Although disasters produce many different consequences, psychological impacts on emergency response personnel, direct victims, and the population at large are among the most troublesome. In spite of the presence of real psychological consequences, there are many myths associated with the impact of disasters on human behavior. Many people believe that victims respond to disasters in a socially disorganized and even personally disori-ented manner. Decades of disaster movies, novels, and press coverage emphasize the general theme that a few exceptional individuals lead the masses of frightened and passive victims to safety. Thus, conventional wisdom holds that typical patterns of disaster response take the form of panic flight, disorganization, or inaction (Perry, 1983) .
Studies have repeatedly demonstrated that none of these responses represents the reaction of the majority of disaster victims (Russell, Goltz, & Bourque, 1995) . Indeed, most citizens do not develop shock reactions (catatonic states), panic flight occurs only rarely, and people tend to act in what they believe is their best interest, given their limited understanding of the disaster situation. This does not mean, however, that disasters pass with little notice or psychological impact on victims. It does mean that one must understand the types of reactions that do occur, and the conditions under which they will be observed.
The Disaster Syndrome
Known as the disaster syndrome, there have been consistent documented reports of a condition characterized by a state of shock associated with docility, disoriented thinking, and sometimes a general insensitivity to cues in the immediate environment. Perhaps the earliest discussion of this is Menninger's (1952) reports of transient apathy, confusion, and disbelief among flood victims. Other manifestations of the disaster syndrome begin a few hours after impact and may persist-particularly if untreated-for months. These manifestations include trouble sleeping, panic or anxiety attacks, trouble concentrating, nightmares, bed-wetting, increased use of nicotine, drugs, and alcohol, and short-term memory problems. Particularly in the literature of clinical and community psychology, research has indicated that across decades and across cultures disaster syndrome symptoms routinely follow natural and technological disasters (see Melick's [1985] review of studies done between 1943 and 1983).
Three important conclusions have emerged from research on the disaster syndrome. First, the disaster syndrome-particularly shock reactionappears most frequently in sudden-onset, low forewarning events involving widespread physical destruction, traumatic injuries, or death (Murphy, 1984) . Second, when symptoms occur, studies estimate that the prevalence ranges from less than 20% of victims to more than 25% (Lindell & Perry, 1992 ). Taylor's (1977) study of the Xenia, Ohio, tornado reported varying rates of mental health problems, with "trouble sleeping" leading the symp-toms at 27%. The critical point here is one of scale. Especially when considering the workplace, the disability of even 10% of 500 employees is a substantial part of the force needed to operate a municipal department (or any organization). Third, the disaster syndrome is transient, however, the persistence varies tremendously from a few minutes to days or months. It appears that many disaster syndrome victims go untreated (albeit, many experience spontaneous improvement of symptoms). However, studies addressing the issue indicate that treatment reduces time for initial dissipation of symptoms and militates against the eruption of more serious symptoms later (Goltz, Russell, & Bourque, 1992) . For the most part, citizens with disaster syndrome are able to develop functional coping mechanisms with minimum outsider intervention, that is, such short-term stress reactions do not seem to interfere with disaster victims' ability to act responsibly on their own or to follow instructions from emergency response officials. The difficulty, particularly in workplace settings, lies outside the immediate impact period to the days and weeks following the event when high levels of functioning are required in a stressful environment.
Serious Longer Term Psychological Consequences
Depending on the nature and severity of the event and idiosyncrasies of the victim, situational anxiety, phobia, post-traumatic stress syndrome (PTSS) and depression (among other diagnosable psychopathology) can persist for years (Gleser, Green, & Winget, 1981) . These disorders constitute more serious psychological phenomena that are clearly distinct from simple disaster syndrome symptoms. Disasters of any kind constitute significant life events for victims. Other serious reactions documented after natural and technological disasters include survivor guilt, grief reactions, severe depression, post-traumatic stress reactions, and phobic reactions (Ollendick & Hoffman, 1982) .
Unfortunately, epidemiological data that would permit statistical estimates of the prevalence of sustained disorders following disasters is not available (Lindell & Perry, 1992) . One can speculate that terrorist eventsin part specifically designed to generate fear-hold a higher likelihood of generating such long-term impacts, in part because they fit the profile of being sudden, without warning, creating physical destruction and death, and lacking apparent rational explanation. These types of reactions present difficulties that significantly interfere with an individual's ability to function and rarely improve without professional intervention.
EXTRAPOLATING RESPONSES TO TERRORISM
It is critically important to separate short-term (a few hours) responses of disaster victims from long-term responses. In doing this, it is possible to begin to elaborate a variety of expectations that describe likely reactions of terrorist victims. An appropriate inference from the disaster literature emphasizes that in the immediate aftermath, citizens confronted with disaster are thinking, reacting beings who tend not to be frozen in fear, not to engage in panic flight, and not to engage in irrational behavior (Tierney et al., 2001 ). The more typical picture of people confronted with a disaster challenge-including certain death-is that of the passengers on United Airlines flight 93 who-once they understood the threat-organized and attacked their hijackers, risking death in a plane crash rather than play a part in an attack on Washington, D.C. Understanding that this is the case makes possible several important observations about the likely response of victims to terrorist attacks.
The types of psychological reactions that are likely to arise can be summarized in terms of the nature of the symptoms and the time period in which those symptoms arise. In the immediate impact period, one should expect intense anxiety responses. Anxiety is a normal human reaction to extreme environmental conditions. It rarely results in the inability to act or follow emergency instructions but does diminish one's ability to reason through complex problems. Anxiety is especially enhanced by the unfamiliar. Terrorist events that involve the use of chemical, biological, and radiological agents introduce the unfamiliar; many of these agents are undetectable by normal human senses and produce immediate and delayed negative outcomes. Citizen knowledge about such agents is limited, and data available on perceptions of radiological threats indicates that the anxiety accompanying their presence is substantial (Slovic, Fischhoff, & Lichtenstein, 1980) . It can be estimated, based on existing research, that a range of 20% to 30% of those exposed will develop disaster syndrome symptoms.
During the time of impact and immediately thereafter, one must rely on emergency officials and emergency planning to guide citizen and employee response. At the same time, emergency planning should include provisions for quick access to some level of psychological care as a means of abating immediate-onset disaster syndrome. In the days and weeks that follow an incident, individuals will begin to notice the wide range of disaster syndrome symptoms that develop: nightmares, sleep disorders, and flashbacks. Especially in a work setting, such symptoms can severely hamper performance. Quick access or supervisory referral to professional psychological care becomes an important recovery mechanism. This type of care has been a standard in professional emergency response organizations-through such measures as Critical Incident Stress Debriefing (CISD)-for decades but has no counterpart in nonemergency organizations.
Psychological care for disaster syndrome symptoms tends to reduce severity and longevity and also minimizes the development of more severe reactions. Even with such care, it is important to realize that more serious psychopathology can also appear following a terrorist incident. Perhaps the most difficult symptoms to address are the general class of grief reactions that arise when individuals directly witness the deaths of coworkers, friends, and family. Following September 11, 2001, individuals not directly affected by the event who saw victims jumping to their deaths from the towers still experienced intense grief. Such reactions tend to require professional treatment for resolution (Logue, Hansen, & Struening, 1982) . Depression is another condition associated with disaster victims who are exposed to massive destruction and death. PTSS is also well documented in such events. Particularly in terrorist events where victims bear no obvious relationship to perpetrators, individuals may experience long-term anxiety, guilt, and depression. Even in the absence of death of significant others or direct contact with death, loss of property and other negative consequences can produce depression.
Because of the lack of epidemiological studies, reliable estimates of the prevalence of such reactions are impossible. Post incident psychological screening is perhaps the most effective means currently available to recognize and initiate treatment for such reactions. Unfortunately, it appears that such screening cannot be done at a single point in time if it is to be effective. Initial screens will identify early developing cases but tend to miss those with delayed etiology, particularly PTSS. The most effective strategy appears to be early screening of victims combined with self-referral or supervisor referral to an established source of mental health care (Perry, 1985) .
With regard to any services extended to employees, one should anticipate high levels of demand. One can expect that injured and directly affected employees will seek such services. However, individuals who are not directly affected and possibly not symptomatic also will seek services. This reflects a common phenomenon among disaster planners called the evacuation shadow. The classic example is that the governor of Pennsylvania, during the Three Mile Island Nuclear Power Plant crisis, issued an advisory to evacuate for pregnant women and young children; it should have affected about 12,000 people in the state (Perry, 1985) . It was later docu-mented that more than 140,000 people evacuated, and most of these people were in no danger and did not meet the pregnant female or young child criteria. In September and October of 2001, following the discovery of letters containing anthrax spores, municipal fire departments responded to thousands of emergency calls wherein citizens believed they had encountered anthrax only to find various foodstuffs (Perry & Lindell, 2003) . Similarly, the U.S. Public Health Service has advised fire departments preparing to treat citizens exposed to biological agents that they should plan on also treating the "worried well" (Hawley, 2000) . These are individuals who are not symptomatic, were not exposed, but who are experiencing high levels of anxiety regarding the possibility that they had been exposed.
Finally, it is important to emphasize that victims tend to expect assistance following traumatic events, particularly when the setting is the workplace. When the agent of destruction is unfamiliar or intangible, or when the consequences appear overwhelming, expectations of protection and help are especially pronounced. The expectation for compliance places a special responsibility not just on emergency authorities but on employers and government authorities as well. Namely, authorities must have response plans in place that they are capable of executing.
TERRORISM AND THE HR FUNCTION
Expectations of help raise the questions of help from whom and through what system? For individuals who experience a terrorist incident in the workplace, expectations extend beyond emergency authorities to the employing organization. In planning for disasters, employers, particularly in government agencies, commonly report that they expect emergency preparedness authorities to provide emergency measures; although their organizations need only to follow instructions. Perry and Lindell (1997) studied emergency planning in county and municipal departments and reached three conclusions. First, all departments studied defined emergency planning as outside their purview, saying that the relevant governmental emergency agency was responsible for such work. Second, it was found that almost none of the departments had developed any level of planning for their own ability to operate during and after an emergency. Finally, none of the emergency agencies cited by departments had undertaken planning for departments, citing instead their explicit mission of planning for the public.
Recent affirmation of the work by Perry and Lindell is found in a KPMG survey that reported 47% of 137 large corporations had no plan for any type of disaster (Miller, 2002) . Similarly, the Society for Human Resource Management (Cohen, 2002) survey reported that 40% of the respondents stated their organizations did not have disaster plans. These findings raise the question of whether organizational culture is reflecting the general views of the population. As opinion polls found, although the terrorism threat is acknowledged, the perception is that one's own community is an unlikely target. The KPMG report stated that "although fears of terrorism persuaded companies to hire risk consultants . . . preparedness plans [tend to] address other more likely scenarios such as fire, hurricanes and kidnappings" (Miller, 2002, p. D2) . A closer examination of this issue is warranted and justifies the warning to managers that plans that are not comprehensive afford only limited protection. When paired with the employee expectation of protection and help, these data indicate that a gap exists between organizational disaster planning and the needs of employees, particularly with respect to psychological consequences.
It is important to recall that terrorist attacks in the past 30 years have been directed at government and business offices, however, in both cases exposure of individuals has been a workplace (Buck, 1998) . Kay Cole James (2001), director of the Office of Personnel Management, argued that strategic planning and management are needed not just to achieve excellence but also to keep government operating in the post-September 11, 2001 world. Although not universally pursued, there exist structures for employee care that should be fitted into a strategic assessment. Because most employee health and benefit activity resides in HR departments, they also become a logical locus for terrorism preparedness. Furthermore, in most organizations and often under the auspices of human resources, the Employee Assistance Program (EAP) is an immediate source of psychological expertise. The EAP is uniquely positioned to respond to the principal types of psychological reactions documented in response to any environmental disaster, through immediate provision of psychological services, through screening for more serious psychopathology, and as an on-site resource for later developing psychological problems.
The employee assistance literature indicates that the psychological impacts of the September 11, 2001, attack were strongly felt by employees. Just a few months after the attacks, it was noted that there was an "unprecedented demand for EAP services, not only in New York and Washington but across the United States and even around the world" ("Promoting EAPs," 2001). It is clear from the Society for Human Resource Management's survey responses reported earlier and from the EAP professional literature that many in the HR management community tried to meet the emotional needs of employees after the tragic events of September 11, 2001. However, a year post-September 11, 2001, the number of U.S. organizations offering EAP services to employees increased from 49% in a September 2001 survey to only 54% by August 2002 (Cohen, 2002) . One possible explanation for this lack of activity may be that many individual departments and organizations do not have disaster plans.
CONCLUSION
In preparing for the future, attention needs to be given to the relationship between EAPs and HR departments. It is important that the lessons being learned in the EAP and emergency management communities regarding employee stress behavior be absorbed into the larger HR function. The EAP professional literature has raised serious concerns connected to the connectivity of EAP functions with HR management. For years, EAP professionals have suggested that HR managers view EAP only as "a worthwhile employee benefit that is expected in a decent employee benefit package" but do not have a deeper appreciation of the services that such programs can provide the organization (Feerst, 2002, p. 20) . Thus, EAP services tend not to be seen as an intricate component of human capital development. This shortsighted vision of EAP fails to acknowledge the critical role of such services in the long-term preservation of the organization, especially following disasters (Gill, Sanchez, Young, & Taylor, 2002) .
Assaults on employees from terrorism (and other threats) endanger the ability of government to continue serving citizens. The literature on natural and technological disasters is useful in defining the long-and short-term psychological impacts to be expected from such events. The EAP is an established element of many agencies and is suited to providing services that mitigate the impacts of disaster syndrome.
There is a disconnect between EAP capabilities and their role in HR departments. HR departments have assumed only limited responsibility in planning for the safety of their employees in any type of disaster, including terrorism. One way to achieve higher levels of employee protection, and to remedy EAP underutilization, may involve the assumption of a stronger emergency preparedness role by HR departments, with the concomitant integration and expansion of the EAP role.
Finally, it is clear that the terrorist threat has implications for HR management that extend beyond those raised here. Terrorist planning assessments have led to the discovery that public organizations often do not engage in planning for natural or technological disasters. Polls and scientific research alike have documented that even when the threat is understood and acknowledged, citizens and managers believe that "it will happen elsewhere." To achieve preparedness for terrorism goes far beyond the longneeded assessment of the role of the EAP and its relationship to HR management. Functional terrorism preparedness requires changes in organizational thinking about external environmental threats, and this could be led by HR departments. Consideration will need to be given to changes in organizational communication, workforce planning and succession, diversity issues, and employee benefits, among other matters. Fundamentally, HR departments must begin to define their role in parallel with emergency management and police and fire departments to achieve effective jurisdictional emergency planning. Foremost, employers must ensure basic psychological security of employees as a necessary foundation for organizational performance.
